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Abstract

We propose a self-organizing archival Intermem-
ory. That is, a noncommercial subscriber-provided dis-
tributed information storage service built on the exist-
ing Internet. Given an assumption of continued growth
in the memory’s total size, a subscriber’s participation
for only a finite time can nevertheless ensure archival
preservation of the subscriber’s data. Information dis-
perses through the network over time and memories be-
come more difficult to erase as they age. The probabil-
ity of losing an old memory given random node failures
is vanishingly small — and an adversary would have to
corrupt hundreds of thousands of nodes to destroy a
very old memory.

This paper presents a framework for the design of
an Intermemory, and considers certain aspects of the
design in greater detail. In particular, the aspects of
addressing, space efficiency, and redundant coding are
discussed.
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1 Introduction

Through publication we preserve and transmit our
knowledge and culture. Electronic media promises to
improve transmission but the important issue of preser-
vation has yet to be addressed in the context of the
emerging worldwide network of computers.

Print publications are preserved by our collective
agreement to fund and support libraries at educa-
tional institutions and several levels of government.
This solution amounts to a distributed redundant stor-
age scheme and is further strengthened by its self-
organizing nature. That is, there is no essential central

world library. It is possible that the role of libraries
will simply expand to include the collection of purely
electronic items but in this paper we explore another
possibility: that a largely self organizing distributed
world memory might emerge.

Our first thought was that commercial services
might arise to offer archival data storage. In this sce-
nario the publisher of an academic journal might, for
example, pay an up-front fee to ensure that a journal
issue will be available archivally in electronic form. The
data would be widely distributed, and financial reserves
established to care for it in the future. Sloan suggests
a simpler alternative in [18]; that such a service might
be provided by a single major university or other in-
stitution. These approaches are, however, inconsistent
with the essential spirit of the Internet, i.e. growth and
effectiveness in the absence of strong central control or
commercial organization.

Given the current state of world connectivity, and
the clear prospects for continued growth, widely dis-
tributing archival data is not a significant technical
problem. Ensuring that it survives is the real issue
since unlike books which persist for centuries or more,
machines have lifetimes measured in small numbers of
years.

In the solution we envision, a user donates storage
space S to the Memory for a period of time, and in re-
turn receives the right to store a much smaller amount
of data aS in it. A three-year donation of one giga-
byte might, for example, correspond to the right to
archivally store 200 megabytes. Here the system’s effi-
ciency o is 0.2.

Our approach rests on an assumption of continued
system growth. Falling costs per bit of data storage and
growth in the number of Internet/Web users and their
appetite for data storage are supporting factors. It is
because of this assumption that a bounded-time dona-
tion of storage space can correspond to an unbounded-
time storage space grant. The system’s efficiency factor



must be low enough to support this trade and to allow
sufficiently wide distribution of each memory item.

This paper begins the process of formalizing the no-
tion of Intermemory, presents specific proposals for cer-
tain aspects of its design, and comments on the mani-
fold other challenges that must be addressed before the
first stable and secure Intermemory goes online.

We remark that large organizations might imple-
ment one or more private Intermemories resulting
an Intramemory that is maintained without explicit
backup over the organization’s wide area network. The
public Intermemory that motivated this paper is in this
sense the world’s memory.

The contributions of this paper are:

1. General development of the notion of Intermemory
and its architecture.

2. The idea of trading a finite-term donation for un-
bounded storage rights.

3. Specific designs for distributed redundant data
storage.

4. A specific approach to the addressing problem.

The growing interest in digital libraries was recently
surveyed [17] and a general discussion of the problem of
preserving digital documents is contained in [16]. We
observe that libraries serve two distinct roles: main-
tenance of a historical record, and selection of appro-
priate materials. Web-indexing approaches dispense
with the second role and allow a user to view all the
world has to offer. They fail, however, to deal with the
first. Creating a record of everything on the Internet
[9] represents, by contrast, an emphasis on the first role
and eliminates entirely the second. Our concept of In-
termemory combines the archival function with what
amounts to a self-selecting publication process. It is
worthwhile noting that Intermemory solves the preser-
vation problem associated with the ephemeral nature
of computer storage media. As new subscribers replace
old ones, memories are automatically copied onto the
latest medium.

Anderson’s work [3] parallels our own, but his em-
phasis is on the freedom-of-expression and individual
rights rationale, and less on the specific technical and
architectural issues involved.

The problem of efficiently distributing a file within
a distributed system having connectivity described by
a given undirected graph is considered in [11]. That is,
a node can reconstruct data from its neighbors. This
idea is related to that of diversity coding (see [15] for
recent work) in which there are multiple encoders and
each of several decoders has access to some fixed subset

of the encoders. By contrast, we assume that the world
network provides a complete graph. So while this work
is clearly related to our problem it does not appear to
be directly relevant.

The topic of [10] is a discussion, in general terms, of
several design issues and tradeoffs relating to the imple-
mentation of redundant distributed databases. Similar
issues are discussed in [1] and both papers cite Rabin’s
work [14], which introduced the idea of coding-based
redundancy to the database community. He in turn
recognizes the earlier related work [5]. Odlyzko is also
interested in perpetual storage [12], where his focus is
on preservation of and access to research literature.

The redundant array of inexpensive disks (RAID)
approach [13] distributes a file system over an array
of disks directly attached to a host computer. Redun-
dancy is provided by variations of a simple parity ap-
proach. Further distributing not only the storage, but
also the control of a file system, is the subject of numer-
ous papers including [4], which describes the xFS sys-
tem now under development. This system distributes a
file system over cooperating workstations while retain-
ing high performance. By contrast: i) our proposed
Intermemory includes redundancy and dispersal on a
much larger scale, and is capable of tolerating the loss
of a large portion of the participating nodes, ii) the
emphasis is on the archival aspect rather than on per-
formance, iii) participating processors are assumed to
be widely dispersed on the world internet, their par-
ticipation of an ephemeral nature and subject to very
little central control, iv) adversarial attacks are a pri-
mary Intermemory design concern, v) our focus is on
implementing a block-level substrate upon which more
than one file system format might be implemented over
time, and vi) because of our emphasis on archiving, a
write-once model is our starting point with research
continuing towards a read-write system.

2 Components of Intermemory

For the purposes of this paper the Intermemory is an
immense, distributed, self-organizing, persistent RAM
containing 2™ memory blocks. It is addressed by an m-
bit binary address, and each block consists of N words
of w bits. Subscribers are allocated fixed addresses into
which only they may write. We assume a write-once
model: once written, the data cannot be modified or
deleted. Anyone may read from any location.

To achieve wide-spread use the Intermemory will, no
doubt, have to deal with many high-level issues such as
intelligent addressing, search and perhaps other func-
tions built on top of the simple substrate we consider —
as well as interpretation of specific data types (such as
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Figure 1. The Rosetta stone was disco vered
by a French engineering officer in August of
1799 while strengthening afortlocated on the
west bank of the Rosetta arm of the Nile [7]. It
recor ds abilingual decree promulgated by the
whole of the priesthood of Egypt in the ninth
year of the reign of Ptolemy V (B.C. 196). It
concludes with a resolution ordering that a
copy of the inscription in hieroglyphs, Greek,
and demotic shall be placed in every large
temple in Egypt. While papyrus was in use
at the time, this message was recorded is a
basalt slab. We obser ve that the priesthood’ s
message was disper sed to several locations,

recorded in a durable medium, and that its
bilingual nature ensured semantic long evity —
an approach not so diff erent in principle than
the Intermemor y we now contemplate . Given
that Egypt’'s earliest record was already re-
garded as ancient by the ancient Greeks, we
might imagine that archival preser vation was
very much on the mind of Ptolemy V and the
priesthood. The modern world is fortunate
that their attempt at preservation succeeded

as it led to the first deciphering of the hiero-
glyphic record left thousands of years earlier.

text, image, and even programs) in an archival manner.
These topics are beyond the scope of this paper. We
also set aside the important cryptographic issues that
must ultimately be addressed for the system to honor
its archival promise — and at a low level, enforce write
permissions and provide data authentication. Yet other
dimensions of the problem are identified in sections 3
and 4.

We contend, however, that while deployment of a
complete system in the senses identified above is a
daunting task, less complete solutions are practical
today. To support this contention we have chosen
to present our Intermemory design in rather concrete
terms in which specific values are proposed for the sys-
tem parameters such as m, N, etc. In order to illumi-
nate the architectural issues underlying each of these
design decisions we will comment on the tradeoffs that
apply.

A world-wide fully connected network is assumed
such that the Intermemory service on each participat-
ing processor can be contacted at some network address
(NA) - today an IP address and port number suffice.

2.1 Redundancy and Disper sal

In this section we describe a particular scheme based
on well-known erasure codes and the idea of using them
for information dispersal. For simplicity we will as-
sume that the N words within each block are elements
of some finite field F' of approximately 2% elements.
The natural choice of Z, with prime p € [2¥~1,2% — 1]
allows for simple computation at the expense of a very
small increase in storage space when translating the
original block to field-element representation. These
words may then be regarded as the coefficients of a
polynomial of degree N — 1 over F. Then the value
assumed by this polynomial at any N distinct points
suffice to uniquely identify it. This classical observa-
tion is a key idea in coding theory [6] and corresponds
to the Vandermonde matrix case of Rabin’s informa-
tion dispersal framework [14] in the extreme setting
where each block contains a single word. The idea is
that one may evaluate the polynomial at r - N points,
expanding the block by a factor of r, such that any set
of N values suffices to reconstruct the original block —
with these separate values dispersed among subscrib-
ing processors. Note that we must have r - N < |F]|.
The approach is space-optimal since every subset of
processors sufficient for reconstruction, i.e. of size N,
contains exactly the total space of the original data.
Encoding and decoding correspond to the polynomial
evaluation and interpolation problems respectively. Us-
ing O(N log N) FFT-based polynomial multiplication
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Figure 2. Data replication and dispersal. At
the first level of replication, each disper sal
level takes twice the original block size. The
second level of replication takes four times
the original block size. The total memory
requirement is nine times the original block
size. When the disper sal is completed, over
218 processor s need to be disabled for the
data to be lost.

one may perform both evaluation [8] and interpolation
in O(N log® N) time. Since these algorithms are also
efficient in practice, encoding and decoding complex-
ity does not limit our choice of N. We remark that
more complex coding schemes [2] might be considered
that are asymptotically faster yet but require slightly
more than N words to reconstruct the original. Also,
the topic of reconstruction given some number of erro-
neous values has been considered in the literature.

The r - N word output block may be arbitrarily di-
vided into subblocks and dispersed among subscribing
processors. The maximum dispersal possible using the
scheme above sends a single word to each of r - NV pro-
cessors. An adversary would then have to destroy IV
processors (32,768 in our example below) to erase a
maximally dispersed memory block. The minimum dis-
persal consists of storing the entire output block at one
processor. The primary consideration in establishing N
is the tradeoff between the degree of information dis-
persal possible, and the inconvenience of large blocks
(by today’s standards).

Given r and N it follows that w = log,(r - N)
minimizes the input data block size which is then

Nlogy(r - N) bits. For example, N = 215 and r ~ 2
gives w = 16 and a block size of 64 kilobytes. If Z,
is used then the requirement r - N < p forces r to be
slightly less than 2.

Reading a maximally dispersed block is a very ex-
pensive operation in any model in which network con-
nections have significant cost. For this reason we pro-
pose that each data block be stored at several levels
of dispersal. In the example above, the encoded block
might be stored:

e In its entirety at a single processor
e Dispersed among 32 processors
e Dispersed among 1,024 processors

e Dispersed (maximally) among 65,536 processors

In most cases we expect the block to be readable by
contacting a single processor. If this fails we must con-
tact at least 16 of the 32 at the next level, and so on.
The interesting property of the encoding transforma-
tion is that this dispersal takes place with no additional
computation. That is, blocks are merely subdivided
and dispersed. To read a block, it is merely necessary
that a sufficient number of words from the encoded
block can be accessed. These might come from differ-
ent levels. These four levels consume 7x the storage
of the original block (not 8 because the first level need
not include any redundancy at all). The idea, then, is
that space is traded for reduced expected read time.

As fragments of a block are received at a processor,
they are stored in its memory along with the corre-
sponding address and index within the block. Separate
storage areas exist for the different fragment lengths
corresponding to the four levels of dispersal above.

Because block addresses must be stored along with
each fragment!, maximal dispersal introduces large
space penalties, on the assumption that m > w. For
this reason we suggest that the bottommost level be
omitted. The new bottommost level disperses to 1024
processors.

A second phase of dispersal is then possible in which
the contents of the bottom level incoming data buffer
is treated as a data block and further dispersed. This
dispersal does not take place until the this buffer has
accumulated a full block. We suggest a single wide-
spread r = 2 dispersal to, say, another 1,024 proces-
sors. In this way the processor’s bottom-level buffer is,
in effect, backed up in the network. The result is that
an adversary must attack ~ 218 processors (1/4 of the
220 involved) to erase a memory block that has been

IThe indices also required represent minimal overhead.



dispersed to this degree (assuming there enough pro-
cessors in the network to allow such dispersal). Notice
that replacing the bottom level with a second phase
of dispersal increases the overall space cost to 9% be-
cause of the additional redundancy introduced by the
second phase. Multilevel dispersal schemes such as this
represent an effective way to limit the overhead of ad-
dress storage while achieving very wide dispersal and
moderate block size.

In the system we propose a failed processor is de-
tected by its neighbors, its data reconstructed, and its
storage responsibilities assumed by another processor
in the network. The manner in which these failures are
detected and the reconstruction accomplished is dis-
cussed later.

Dispersal on the scale proposed above is not neces-
sary to achieve archival performance under a model in
which network or processor failures are assumed to be
independent. But an assumption of independence is
far from valid for many reasons. These include system-
atic failures introduced by software bugs, viruses, and
overt adversarial action. We suggest that a healthy In-
termemory might result from many independent imple-
mentations of the distributed algorithm starting from
a common specification that is simple enough to be
formally verified.

The probability of losing even one memory block
is then dominated by the probability that one will,
despite the repair activities mentioned above, perma-
nently lose access to ~ 2! processors, spread randomly
(by virtue of the addressing approach described later)
throughout the network. We will not present calcula-
tions here because the issue of an appropriate failure
model is beyond the scope of this paper. But it clear
that the degree of maximum dispersal is the key vari-
able.

The discussion above illustrates how the variables
N, r, w, m, and the choice of levels and phases of
distribution are related in the design of an efficient In-
termemory, and we next turn to the system’s behavior
over time.

2.2 Trading aMoment for Eternity

In our model of Intermemory, each subscriber “in-

vests” a certain amount of memory for a certain time
period and earns “interest” at each time unit. Then
the original investment is withdrawn but the interest
remains invested and represents the user’s perpetual
ownership of space within the system. Subscribers en-
ter the system and later leave it but we assume that the
net effect is that total investment increases over time.
The source of the “interest” is the system’s assumed

system size
time
ﬂ assigned space
addresses

Figure 3. New memory entering the system is
assigned to Intermemor y locations that have
not been stored or completel y disper sed. A
freshly written block becomes more widely
disper sed with time, until it reaches the max-
imum disper sal level.

continued expansion. That is, each unit of growth in
the system’s total capacity is paid-out as “interest” to
current and in some cases to past subscribers.

More precisely, we measure participation in the sys-
tem in terms of an arbitrary unit of memory. The
number of units participating at time ¢ is denoted P;.
Time is discretized and we model the system’s growth
over time as:

P, = P, 1 — deaths + subscriptions
and model the last two terms in terms of rates, that is:
P=P_1—-P_1rg+P_1rs=(1-rqg+r,)P_1

where the parenthesized term forms a single growth
constant g and we write:

Po=g-P

The rate r4 is the reciprocal of each processor’s ex-
pected lifetime, and r, combines the effects of new users
joining the system, and technology improvements mak-
ing it possible for new entrants to contribute an in-
creasing amount of space. We assume g > 1. Then the
growth in space from time ¢ — 1 to time ¢ is

(g - 1)Pt—1

so the new space per unit (at time t) is:



(g-1)P—1 g-1

B g

We allow each unit to consume this space storing its
memories into the Intermemory. So over each unit’s
expected lifetime it may spend:

1 ¢g-1
Td g

This expression makes clear that longer lived pro-
cessors directly compensate for a lower growth rate.
Today storage costs are declining rapidly and comput-
ers are frequently discarded or redeployed after only a
few years use. If one expects costs to fall slower in the
future then constant efficiency can be maintained to
the extent that processors stay on the job for a longer
time. But it is certainly possible that the system’s effi-
ciency would decline over time making it less attractive
to new subscribers.

Example: Suppose t is measured in days and we ex-
pect processors to participate for 1000 days so rg =
.001. Next suppose rs = .0015. Notice that (1 —r4 +
r5)3% & 1.20 so that we are assuming an annual sys-
tem growth rate of roughly 20%. Now g = 1.0005
so (g —1)/g =~ .0005 and over its 1000 day lifetime a
processor will accrue the right to consume roughly 0.5
units of perpetual storage space. So in this example,
selected to be plausible, each participating processor
can consume half of the memory it donates. An actual
system will have to confront the possibility that the
combination of growth rate and death rate falls short
of expectations, and somehow regulate the consump-
tion of new memory.

In the development above, new space entering the
system is allocated to the system’s current subscribers,
i.e. at time t. So a subscriber’s rights vest only during
its life. We now explore the effect of a different strategy
where the allocation is made to subscribers at time ¢—4.
Over a unit’s expected lifetime it may then spend:

(g—DPy _1g-1
raP;—s ra g'?

As § = oo it seems that a processor may enjoy an
unbounded right to consume space — and indeed this
is true. But such a system is not practical because it
does not represent a fair trade. The subscriber, clearly,
expects to vest some rights within a reasonable period
of time. It nevertheless serves to illustrate that delayed
vesting can boost system efficiency.

In a mixed allocation strategy where a proportion
a; of the new space is dispersed with delay §; a unit
may spend:

1 g—1

Qi —~—=
Ta = g

where ), a; = 1 and each o; > 0. We remark that uni-
form allocation over the previous N time units results
in a particularly simple expression (g™ — 1)/(Nrg) for
a subscriber’s ultimate vested space rights.

Example: Under the assumptions of the previous ex-
ample, suppose 1/3 of the new space is allocated during
a processor lifetime so that the first two levels of dis-
persal can occur. Then 2/9 vest during an equally long
period following its death, and the final 4/9 in a period
of the same length that follows. Here oy = 1/3, a2 =
2/9,a3 = 4/9, and 6; = 0,62 = 1000, 3 = 2000. The
result is that the processor will eventually accrue the
right to consume 1.0 units of space — just as much as
it invested.

Thus dispersal takes place over time and old mem-
ories are dispersed more widely than new ones.

The discussion above is rather simplistic in that it
assumes that the system’s size grows consistently, and
that this growth is governed by a simple exponential
rule. A real system will have to confront problems such
as:

1. Nonuniform growth: the system may grow in
spurts. In an extreme case a single large user
might subscribe and donate an immense amount
of storage for a finite time. Such a user cannot
expect to vest perpetual rights in proportion to
the donation — at least not in a short time frame.
Space reserves might be maintained for such rea-
sons.

2. Growth may slowdown: it is not clear for how
much longer today’s climate of rapid technological
advance will persist. If this growth rate declines,
then constant efficiency is maintained only by in-
creasing the donation period. But this may occur
naturally since a more stable technological envi-
ronment may lead to longer processor lifetimes.

3. Shrinkage: the system may, from time to time,
shrink. If this condition is temporary it might
be dealt with by drawing on reserves, or by can-
nibalizing deeply dispersed memories. That is,
by commandeering the space occupied by deeply
dispersed memories and using it to store newer
ones. If growth resumes this damage will be re-
paired in the ordinary course of system operation
as sketched in the next section. If shrinkage per-
sists, then society, or the sponsoring organization,
is left to decide whether preservation is worth the
associated costs.



These problems make clear that some regulation of
the vesting of rights is needed in a functioning Inter-
memory. This is itself an interesting question but is
beyond the scope of our paper.

Finally, we observe that one might also assume that
the memory capacity of an individual subscriber in-
creases over time. In addition to the effect of declining
storage cost, the trend towards more online data per
user supports it. Under the addressing method de-
scribed in the next section this assumption simplifies
the handling of buffer overflow in a subscribing proces-
SOr.

2.3 Addressing

In this section we present a particular scheme for In-
termemory addressing. The central design objective is
that the important functions of dispersal and self-repair
may be performed such that each processor communi-
cates with only a limited number of neighbors, and
that the total volume of communication is minimized.
Other solutions are possible and our current research
is now exploring several variations.

The approach we present here combines hashing,
pseudo-random generators, and a distributed name
server (DNS). We will not comment on the DNS im-
plementation except to discuss its reconstruction in the
event of failure, or replacement. All hash functions and
generators are assumed to be publicly known but we
will not consider the choice of specific functions.

An m-bit Intermemory address A is first mapped
to a g-bit virtual processor number V. — where it is
assumed that 29 exceeds the number of processors in
the network (now or in the future). We suggest that
m = 256 and ¢ = 64 represent, reasonable values.

The DNS implements a many-to-one relation be-
tween virtual processor numbers, and physical proces-
sor numbers, denoted P. It also implements a one-to-
one relation between physical processor numbers and
network addresses, denoted N, that today would con-
sist of a combined Internet address and port number.
The path is then A -V — P —» N.

In this way we locate the actual processor containing
the top-level dispersal of a memory block, i.e. the block
in its entirety.

A V x P relation, once established, persists forever
— at least for the purposes of this paper. But the
P x N relation is fluid as processors, and even world-
wide network structure, change. The DNS also accepts
responsibility for creating relations as necessary, and
thus serves as a load balancer by assigning V' values
used for the first time to lightly loaded physical pro-
cessors. Other load balancing operations are possible

intermemory address A
Y

virtual processor number v
Y

physical processor number P
Y

network address N

Figure 4. DNS mappings. Note a semantic
distinction between Intermemor y locations
and virtual processors. A virtual processor
holds Intermemor y blocks (nondisper sed),
and or disper sed block fragments. In addi-
tion, the first DNS mapping performs load
balancing. The second mapping assigns vir-
tual processor s to physical processors. The
last mapping associates a network address
of areal processor with a physical processor
number.

but we will not discuss this issue further.

A graph relating the processors is defined by using
P-values and a pseudo-random generator, or a family
of hash functions. The virtual numbers of the neigh-
bors of each processor are obtained by seeding the
generator with its physical number P, and generating
some number d of values — where d is no smaller than
the maximum fan-out in the dispersal scheme. Actu-
ally, we require d distinct neighbors, so more than d
pseudo-random values may be necessary. Notice that
this graph is purely a function of the P and the infor-
mation in the DNS’s first relation.

Each processor retains its P value, along with the
current N values corresponding to each neighbor. On
DNS failure, we then have a high-degree random graph
interconnecting all subscribers that may be used for re-
construction. Even if some portion of the network ad-
dresses are nonfunctional, we can with very high prob-
ability reach all processors.

We remark that the same network might be used
to implement the DNS itself, and its operation might
be distributed and performed by a single Intermemory
code.

The primary purpose of the graph is information dis-
persal. Given P, A, and the level of dispersal as seed,



another pseudo-random generator (or collection of hash
functions) is used to identify a subset of the processor’s
neighbors to which the dispersal takes place. Thus all
processors in a block’s distribution tree can be com-
puted based on A and the DNS.

Another purpose of the graph is repair, and we will
sketch this process. Periodic polling of neighbors is
used to identify dead processors, and when the pro-
cessor is replaced this graph is used to reconstruct its
proper contents. An item the processor should con-
tain that is not at the top dispersal level must have
arrived from another processor. That other processor
will eventually poll, notice the item it earlier dispersed
is gone, and send it again. A top level item will have
been dispersed to at least one level, so the neighbors
can be examined for any level two blocks that must,
based on the address calculation process above, have
arrived from the processor being reconstructed. The
corresponding Intermemory addresses are then read
and retained. This polling cycle might span, say, a
few months. So over that time any new replacement
is rebuilt. In an analysis of a complete system the fre-
quency of polling is a key design variable.

We briefly observe that the size of the first DNS
relation is |V| which is approximately the number of
memory blocks in the system plus d times the number
of subscribing processors. The size of the second table
is just the number of subscribing processors.

We remark that our mapping of an Intermemory
address to a virtual processor number is primarily for
semantic reasons. One might, for example, set m = ¢
and use the identity hash so that A = V. The semantic
distinction is necessary since A refers to the address of
an Intermemory block as communicated by a user to
the system, while P is another name for some physical
processor. Confusion arises when V values are gen-
erated as part of graph construction — these are not
Intermemory addresses. Also, a case for large m might
be made based on some decomposition of the address
space, while ¢ can remain small, saving storage space
and time in the DNS implementation.

Finally we observe that the DNS can be rebuilt en-
tirely from the information held by each subscribing
processor. This is performed as a distributed algorithm
on the current graph connecting all subscribers. Thus
the DNS need not itself be engineered as an archival
system, and might even be replaced from time to time.

The problem of buffer overflow must be considered.
That is, when a processor is sent more data than it has
room to store. A solution idea is to design the DNS
such that if a processor nears capacity the likelihood
that the DNS assigns a new V to it tends to be small
provided that other processors have more room avail-

memory
dispersal/reconstruction
DNS

/ |

Figure 5. Each Intermemor y processor has
memory used to store data (including repli-
cated data) and software for memory repli-
cation, disper sal, reconstruction, and DNS.
Every processor is assigned d "neighbor s."

intermemory processor

able. Another problem arises when a V is reused, but
given large enough ¢, this should be rare indeed.

If, somehow, the entire system fills up, a processor
should discard small fragments (deep dispersal levels)
first. At some future time, this processor will die and
be replaced by a new larger one (under our assumption
of growth in individual capacities). When this occurs,
the repair process will fill in the discarded fragments.

3 Manifold additional issues

For simplicity, and to emphasize the archival com-
ponent of our proposal, we have adopted a write-once
model in this paper. A read/write model is certainly
possible but introduces considerable additional com-
plexity as with replicated databases. It becomes neces-
sary to track versions of each memory block and frag-
ment and the design of caches is complicated. We have
come to view the read/write version as a distinct re-
search project with somewhat different potential ap-
plications. Finally we remark that a one-time erase
operation may be easier to implement but this matter
has not been considered in detail.

In our implementation, data written to Intermem-
ory becomes more difficult to erase with every level of
replication. The system may send notices to data own-
ers as the replication level increases. An owner may
want to keep a copy of the data until the desired level
of replication is reached.

The current paper does not address the distributed
computation problems of determining when a proces-
sor is dead, implementing fault-tolerant DNS, and the
protocol for adding new processors and users to the sys-
tem. Efficient and robust solutions to these problems
are crucial for reliable Intermemory.

Another important set of problems is related to per-



missions and security. In particular, it should be im-
possible for an adversary to erase or corrupt Intermem-
ory without destroying a very large number of proces-
sors. We hope that public-key cryptography can pro-
vide acceptable solutions to these problems. Also, we
have assumed a simple permission structure in which
each subscriber has sole write permission to a set of ad-
dresses. We observe that a group permission structure
may be needed for some applications. Also, because of
the system’s archival mission, it may be appropriate to
revoke all write permissions after some period of time
has passed.

For the Intermemory to function for a very long time
and to outlast current software and technology, Inter-
memory protocols should include a provision for their
replacement with new ones, without loss of data.

We have not discussed how new users or new proces-
sors join the system. One possible solution is to handle
this through a collection of trusted sites in a way sim-
ilar to that currently used for assigning IP addresses.
A related issue is that of policing: When a new user
joins the system and is given a block of Intermemory
it can write to, the user commits certain resources as a
“payment,” and the system has to ensure that the user
honors this commitment.

4 A Glimpse at the Layers Above

In this section we briefly discuss some of the higher
level structures that might be built on top of the low-
level infrastructure just described.

A distributed file system might be implemented in
which Intermemory blocks correspond to disk blocks.
This would allow a subscriber to build a directory hier-
archy and specific files could then be accessed by incor-
porating Intermemory software into an application, or
more conveniently by deploying daemons that provide
an access service that makes Intermemory directories
look like standard disk-based directories.

A gateway service could then connect the traditional
Web with the Intermemory, i.e., a Web page could link
to a document stored there, i.e. within a file system
that is itself implemented in Intermemory. In the write-
once model such links would have the virtue of never
expiring.

A fascinating problem related to Intermemory is the
definition of an archival data type system. For exam-
ple, JPEG is currently a standard image format. How-
ever, there is no guarantee that in 100 years a JPEG
decoder may be easily accessible. An important type is
that of “program”, that is, an archival representation
for a computer program that allows it to be run via em-
ulation at any future time. We envision a simple base

machine model and I/O specification on top of which
compilers and interpreters can be built. Applications
such as data conversion might be written using such
a system but we suggest that its utility extends to a
much broader class of problems.

One issue to consider is whether a data item should
be converted to a new data type as the old one be-
comes obsolete, or instead be translated whenever it
is accessed, using an archival program. Each trans-
lation carries with it the finite risk of data loss, and
over many years one would therefore expect significant
losses to occur with either approach. But in the lat-
ter case the original data is still available along with
the chain of programs to convert it — so in principle
the faulty links in this chain might be repaired. Note
that on-demand translation approach might be made
transparent to the user.

The Internet emerged without any advance consid-
eration of the search problem. We suggest that a com-
plete Intermemory architecture should consider it up
front. Internet search systems operate by indexing doc-
ument tokens and provisions for this approach must be
made. But we suggest that a system of objects might
be defined to deal with part of the problem by address-
ing concepts such as “who”, “where”, “when”, and so
on. Some number of these might be a required, or
strongly suggested component of every Intermemory
document. Beyond these issues rather detailed subject
area taxonomies might be developed and maintained
by experts so that Intermemory contributions can self
classify. Documents without classifications might later
be classified by Intermemory robots, or human experts.
Even the design of a system of taxonomies that can be
revised over the years but remain connected to past
versions seems nontrivial and represents an interesting
subproblem.

5 Conclusion

We have identified a general framework and many is-
sues relating to the design of an Intermemory. Prelimi-
nary calculations indicate that Intermemory is feasible
and practical. That is, one can trade moderate-term
commitment of memory resources for archival storage
in Intermemory. The detailed design of this system will
require the combined efforts of distributed algorithms,
cryptography, and systems experts.

In this paper we concentrated on world-wide In-
termemory. Archival Intermemories are possible on a
smaller scale. For example, a large organization may
have an institution-wide Intramemory as a supplement
to normal backups; one advantage of this is automated
restore operation. Electronic journal publishers may



construct an archival journal Intermemory, to ensure
that a journal issue is easily available even if its pub-
lisher is out of business. Some aspects of small-scale
Intermemories, such as security, may be simpler than
those for the world-wide Intermemory. A small-scale
Intermemory makes a good test case for the first im-
plementation.

A small working group is now meeting regularly at
NEC Research Institute to further define Intermemory
and work towards implementing it.
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